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  Alexa – ever-helpful Digital Assistant or Trojan Horse? 

1 Do you know what your Alexa gets up to? 
Might she be doing things you haven’t asked her to?   
Does she, even, spy on you? 
  

 

2 Amazon knows that everyone’s home Digital Assistant can 
phone people up and go shopping using their Amazon accounts 
– and worse.   
They don’t seem that bothered, however.  
Why is that? 
 

 

3 If this happens it might seem that your Alexa has turned against you, but 
she’s been turned against herself.   
By the way, I do know that Alexa is software - but she SOUNDS female – and 
she’s a member of the family.  Sort of.   
So SHE, she will continue to be. 
 
Academic researchers have discovered that Alexa can be hacked – and 
made to give commands to herself, which she follows, obedient Digital 
Assistant that she is.   
 
In Attackers can force Amazon Echos to hack themselves with self-issued 
commands published on ARS Technica, Dan Goodin explains that the 
research has found that hackers can force people’s Alexas to make phone 
calls and buy things on Amazon.   
 
They can also make Alexa switch on and control smart appliances and 
unlock doors – doors with smart locks.  
 
This is truly scary stuff. 
 

4 The researchers - Sergio Esposito and Daniele Sgandurra of Royal Holloway 
University in London and Giampaolo Bella of the University of Catania in Italy 
– devised the hack to find out whether Alexa has vulnerabilities.  
And she has. 
 
The researchers, in their paper ALEXA VS ALEXA: Controlling Smart Speakers 
by Self-Issuing Voice Commands called their hack "AvA" – short for Alexa vs 
Alexa.  The name comes from the hack of using Alexa’s own Echo speaker to 
issue commands to herself.  In other words, Alexa speaks from her speaker – 
and gives herself a command.  Alexa hears the command just as she hears 
commands from her “owner.” 

https://arstechnica.com/information-technology/2022/03/attackers-can-force-amazon-echos-to-hack-themselves-with-self-issued-commands/
https://arstechnica.com/information-technology/2022/03/attackers-can-force-amazon-echos-to-hack-themselves-with-self-issued-commands/
https://arxiv.org/pdf/2202.08619.pdf
https://arxiv.org/pdf/2202.08619.pdf
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Having found out that she does have vulnerabilities, the researchers dutifully 
informed Amazon’s Vulnerability Research Program about the issue in jan21. 
Amazon rated the threat from these vulnerabilities as “medium” in severity.   
 
Why only medium? 
 
If Alexa orders things on Amazon, Amazon will make money, of course.   
Is this why Amazon, according to the researchers in their paper, as of nov21 
had still not fixed these security issues?   
 
Or is there more to it? 
    

5 The researchers recommend in ALEXA VS ALEXA: Controlling Smart 
Speakers by Self-Issuing Voice Commands that Echo users mute their 
microphones whenever they’re not actively using their device, to reduce the 
risk of it being hacked and unmute it only when one is near the Echo. 
This will enable owners to hear any self-issued commands. 
 
They also advise that Amazon allows customers to set voice PINs for Alexa 
shopping and when running certain commands. 
 
So, if Alexa does get hacked - what can she be instructed to do? 
 
Hackers can instruct her to make unauthorised phone calls.   
Potential outcomes, depending on who she phones and what she says to 
them, include inconvenience and embarrassment - but it could be a lot 
worse than that.  A phone call to a number controlled by the attacker could 
enable the attacker to eavesdrop on what’s said in your home. 
  
Alexa can also be ordered to give up her record of everything her “owner” 
has said.  This could allow hackers to get hold of private data, maybe even 
passwords or other security information. 
 
Alexa will unlock doors that have “smart locks.”  
 
She will switch on “smart appliances”, such as lights, heating controls and 
microwave ovens. 
 
Having once heard first-hand about a teacake that was zapped too long in a 
microwave, I shudder at what could happen.  In this particular instance, the 
microwave didn’t survive – but it could have been much, much worse.  
Enough heat or radiation for long enough, or both, could lead to a fire or 
even, perhaps, an explosion.   
 
And what about smart locks on the front door?   
They’re not so smart if they get unlocked by some hacker, allowing anyone 
to just walk in, are they? 
 

6 Who can hack an Alexa?   
 
According to Attackers can force Amazon Echos to hack themselves with 

https://arxiv.org/pdf/2202.08619.pdf
https://arxiv.org/pdf/2202.08619.pdf
https://arstechnica.com/information-technology/2022/03/attackers-can-force-amazon-echos-to-hack-themselves-with-self-issued-commands/
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self-issued commands, anyone who is close enough – for just a few seconds 
– to an Alexa while it’s switched on, enabling them to give a voice command 
to pair with the hacker’s Bluetooth-enabled device.   
 
As long as Alexa is within the Bluetooth range of the Echo, the attacker can 
tell Alexa what to do. 
 
Hacking Alexa requires the Echo device to be close to an attacker’s 
Bluetooth device, which means being within radio range. 
I’m not reassured, in part because Amazon is so gung-ho about the risks.  
What other risks are there, that Amazon doesn’t know about?  Or DOES know 
about, but hasn’t fixed? 
 
As Dan Goodin, the journalist who wrote Attackers can force Amazon Echos 
to hack themselves with self-issued commands said, is this is a case of: 
“Alexa, go h*ck yourself”?! 
 

7  On the other hand, why wouldn’t Amazon be gung-ho?   
We all know – well, most of us – by now that there are agendas at play. 
 
Surveillance is a key aspect of those agendas. 
As is, control. 
 
Is this why we are being pushed to have “smart” devices?  Some people go 
to absurd lengths to persuade us that we need an Alexa - even in, of all 
places, our bathrooms:  
Should You Put Alexa in the Bathroom? Yes, Here's Why 
 
So that we never run out of shampoo again. 
Dear me. 
 
Now, what better method is there for increasing both control and 
surveillance, than by offering people something they WANT?  Something 
they don’t want to live without?  Especially something with a name and a 
voice? 
 
Something that people assume serves them but in reality, surveills them? 
   
Amazon is, after all, part of Big Tech… all it takes is to join the dots. 
 

8 Here are some more dots: 
 
Nineteen Eighty-Four [1984]: 
 
In this 1949 novel, which has been adapted many times for film, radio, 
television, theatre, opera and ballet, a telescreen - two-way television -
enables “Big Brother” to watch everyone, in every home, every workplace, 
every room, every street, 24/7.   
 
In this story, there’s no escape and no choice about being under constant 
scrutiny.  The telescreen is also used to transmit information and orders, as 

https://arstechnica.com/information-technology/2022/03/attackers-can-force-amazon-echos-to-hack-themselves-with-self-issued-commands/
https://arstechnica.com/information-technology/2022/03/attackers-can-force-amazon-echos-to-hack-themselves-with-self-issued-commands/
https://arstechnica.com/information-technology/2022/03/attackers-can-force-amazon-echos-to-hack-themselves-with-self-issued-commands/
https://www.cnet.com/home/smart-home/should-you-put-alexa-in-the-bathroom-yes-heres-why/
https://en.wikipedia.org/wiki/Nineteen_Eighty-Four
https://en.wikipedia.org/wiki/Adaptations_of_Nineteen_Eighty-Four
https://en.wikipedia.org/wiki/Adaptations_of_Nineteen_Eighty-Four
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well as to receive data. 
 
But society hasn’t gone the way the novel’s writer, George Orwell, suspected 
it might.  Ironically, this is probably partly because of his book – it warned us.   
We don’t have telescreens, although we do have “smart” televisions, which 
as explained by Tom’s guide in How to make sure your smart TV isn't 
watching you harvest massive amounts of data from and even watch their 
“owners” now.   
 
We also have mobile phones – which might or might not be listening to what 
we say.  I don’t know if they are, but it’s been said that they do. 
 
And of course – we have Alexa. 
Which – or who – is not much like a telescreen but might be a lot like… 
 
The Trojan Horse: 
 
A huge wooden horse was said to have been built by the Greeks to win their 
war with the Trojans – by duping them.  Greek warriors hid in the horse and 
the rest of the Greek army pretended to sail away.  The Trojans took the 
horse into the city of Troy as a victory trophy.  That night, the Greeks came 
out of the horse and opened the city gates to let in the Greek army to destroy 
the city. 
This ancient myth, which may be based on true events – or not – gave rise to 
the saying “I fear Greeks, even those bearing gifts.”  Some people - Helen of 
Troy and a soothsayer, Cassandra, among others - warned that it was a trick.  
 

9 The warnings that the Trojan Horse was a trick were ignored.   
 
I wonder, were the people who realised what it was, labelled “conspiracy 
theorists”?   
   
The metaphor a "Trojan horse" means a trick or stratagem that involves 
allowing - or even inviting - a foe in. 
 
Is this what Alexa is? 
Not a friend, but a foe? 
 

 CONNECT’S Maxim and Oath 
Connect is only interested in finding and sharing the TRUTH. 

In search of that TRUTH, we only pose questions – we have no answers. 
 

 By: Helen King 
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8 LINK: Wikipedia: Nineteen Eighty-Four [1984] 

8 LINK: Wikipedia: Adaptations of Nineteen Eighty-Four [1984] 

8 LINK: Tom’s Guide: How to make sure your smart TV isn't watching you 

8 LINK: Wikipedia: The Trojan Horse 

 FURTHER READING 

 LINK: Dr Daniele Sgandurra: Royal Holloway University of London research 
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